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Oracle consultant/DBA since 2000

co-developer of OraSASH – free ASH/AWR like 
repository

Blogger ???


About me
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Delphix Dynamic Data Platform

Personal flexible data 
pods for everyone
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This session is focused on the tools and 
processes.  

No actual database or vendor platform 
special knowledge is required to gain value 

from the session.
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Real life examples
Test Data Management - Tools and processes
Security
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Test data are not like a whiskey or wine
keeping them long doesn’t increase a value 


•  Migration project based on development environment created 2 years before project kick off

•  Risk to production migration due to data changes 

Example 1

https://cdn.pixabay.com/photo/2016/03/31/15/23/cabinet-1293245_1280.png   https://www.flickr.com/photos/dionhinchcliffe/9505044956
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Example 2


• Development project done for 18 months without tests on even 1 % 

of the production data

• Major issues found to close to the scheduled go – live
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Test Data management is very critical during the test life cycle. 

Over 80% of organizations stated that RECEIVING or REFRESHING the data to perform tests was the 
largest consumer of testing time, (over 90%) leaving actual work to consume less than 10% of the 
overall testing scenario.


Test Data Management

https://www.tutorialspoint.com/software_testing_dictionary/test_data_management.htm
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Test Data Management - Tools

Real life examples 

Security
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A process that assists in delivering a data sets for testing / development on time.

•  Delivers a “right size” and secure datasets on time

•  Has an ability to quickly isolate and deliver test cases for development to investigate.

•  Has an ability to identify code and data changes by versions





What is a good TDM process
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Test Data Management



© 2017 Delphix. All Rights Reserved. Private and Confidential.

Test data

http://www.informationweek.com/pdf_whitepapers/approved/1345732672_back_to_basics.pdf

Time consuming

Resource consuming

Skills intensive
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http://www.informationweek.com/pdf_whitepapers/approved/1345732672_back_to_basics.pdf

What is the “Right Size”?  

Development and test on “unrealistic” 
amounts of data can create a code 
quality issues.


Production implementation can end up 
with scaling issues which are very 
costly to fix 
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•  Complicated structures (ex. history of all objects in one table ) – not easy to subset

•  Sub-setting requires a business logic to be implemented.

•  Easiest option for sub-setting is if application has a proper archiving option 


Sub-setting vs clone
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1 TB 

PRODUCTION
Database/App Tier

1 TB

QA

1 TB 

TEST

1 TB 

DEV

1 TB 

PATCH TEST

1 TB 

Cloning issue
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https://www.flickr.com/photos/torkildr/3462607995
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 ▶ ▶ ▶  Virtualize and Deployed▶ ▶ ▶

QA DEV PATCH TEST

PRODUCTION
Database/App Tier

1 TB

Read From Production
Read AND Write

1 TB 10 GB 10  GB 10 GB 1 GB 

Cloning issue - solution

TEST
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•  In case of data related issues, developers need to work on QA system to nail down the problem
•  Potential tools and access issues

Isolate and deliver test data
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Virtualization – sharing data between QA and Dev
QA DEV
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•  Most of RDBMSs are not good in keeping code and data versioning

•  Branching a database is a challenge

•  Rolling back changes is a challenge

Code and data changes / versions
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“A component of software configuration management, version control, also known as 
revision control or source control, is the management of changes to documents, 
computer programs, large web sites, and other collections of information.”

Code - Source Control
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Data – “Source” Control
DEV

28 Jan 2017Ver. 1.7-Prod

Ver. 2.0QA
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Branch

Bookmark

Data – “Source” Control



© 2017 Delphix. All Rights Reserved. Private and Confidential.

•  Storage based solutions – buy or DIY

•  File system based solutions – buy or DIY

•  Appliance solutions – buy

Virtualization – How 



© 2017 Delphix. All Rights Reserved. Private and Confidential.© 2017 Delphix. All Rights Reserved. Private and Confidential. 25

Test Data Management - processes

Real life examples 

Security
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Data
Virtualization 

Continuous …
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Agile TDM

Refresh and 
Start Over

Develop Test Deploy
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Timeflow Slider

Snapshot
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Environments

Snapshot

Timeflow Slider

Actions
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Security

Real life examples 

Test Data Management - processes
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Data Security

http://www.idtheftcenter.org/images/breach/ITRCBreachReport_2016.pdf
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Confidential data

Production

Non-Production

Exposure

Encryption

Masking

Solution
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Do I Have to Mask Data?

Type of Data Year Passed Ruling
Data Masking in 
the EU

2014 ARTICLE 29 DATA PROTECTION

GDPR 2016 Regulation (EU) 2016/679
HIPAA 1996 Health Insurance Portability and 

Accountability Act 
PCI 2016, 

(Updated)
Payment Card Industry Standards

PII Personably Identifiable Information
SOX 2002 Sarbanes-Oxley Act 
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As 80% of data in a company are copies, then 80% of data won’t be subject to security like a 
production environment.  Securing this data is not just a priority, but in many cases, subject to legal 
ramifications, (i.e. PCI/PII)


Masking in the Picture
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Masking Requirements

•  Masking shouldn’t be reversible

•  Easy to audit

•  Masking should be a simple, automated, repeatable process

Masking in the Security officer picture
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•  Your data has to look same for optimizer after masking
–  Ex. age of customers
–  Ex. date of purchase
–  Ex. addresses

•  Keep in mind correlation between data

•  Keep in mind referential integrity 

Masking in the DBA picture
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•  Virtualization is the key to fast, efficient and FULL copies of production environments for agile and 
automated testing for agile shops.

•  Data masking that can be done once, easily maintained with a repeatable process via a strong 
discovery and implementation as part of the virtualization process secures the 80% of data that is 
outside the control of production.

•  Virtualized environments that are built with development and testing in an Agile or DevOps 
environments makes it simple to accomplish what may see impossible and do so at light speed.



How This All Comes Together…
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Agile TDM

Refresh and 
Start Over

Develop Test Deploy
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